RESTRICTED

PAGE  
6
RESTRICTED


COMMENTS ON TECHNOLOGY WORK SESSION: INFORMATION HUB: 17 TO 20 MARCH 08
DAY 1: MONDAY 17 MARCH 2008

1.     The Impact of the Changing Nature of War on Technology Focus Areas
a. RSA falls within the ‘Scientifically Developing League.’

b. Need technologies that can give us robust items ito qualities and capabilities and security.

c. Technology Approach

i. Must promote the development of all elements of systems and not only the hardware.

ii. Technology Focus Areas (Below Level 5)
(1) Which attributers do you want when the system is in operation? (functional attributes)
iii. Technology Focus Areas (At Level 5)

(1) Capability is more than equipment.

(2) Technology Focus Areas (Above Level 5 - POSTEDFIT)

(3) Need to get our concepts right – the equipment as a rule is adequate but not so conceptualisation
2.     Some Considerations for the Strategic Direction and Management of SA Science and Technology Required for SA Army Vision 2020

a. We deceive ourselves if we think that threats we shall encounter in Africa will not be technology enabled.

b. We deceive ourselves if we thing that robotics will become more important than humans.

3.     Global R&D and Technology Trends

a. Expected memory and CPU capacity by 202 is 60 x larger than today but at today’s cost.

4.     Considerations of Human Factors in Peacekeeping and Combat in Africa

5.     Mobility and Manoeuvre (Wheeled, tracked and legged)
6.     Mobility and Manoeuvre (Terrain)

7.     Firepower

DAY 2: TUESDAY 18 MARCH 2008
8.     Command and Control
a. “The end of State monopoly on War!”

9.     Situational Awareness

10.     Protection

11.     Air Supportive Technologies

12.     Training and Simulation and Experimentation

13.     Navy Supportive Technologies

14.     Technology Integration

15.     Technology Capability Building Initiatives

16.     Conclusion to the Two Days of Technology Presentations

MAIN CONCLUSIONS

17.     Future Technology Strategy
a. See Andries slide 44 for future technology strategy.
b. Andre slides 21 and slide 27… Develop a defence technology strat to fit in with related national technology strategies and maximise synergies.

c. This needs to be an all inclusive process to included Services, Divisions, and national science and technology players.

d. We cannot afford the 15 technology lifecycle anymore. It needs to be shortened to remain relevant!

e. Andre slide 27Take a strategic view of all national defence technology institutions and structure them to fit strategy.

f. Approach - Generally the global trend has been that mil R&D has become more specialised and focused on covering gaps left by civilian R&D as well as integrating civilian and mil R&D in specialised projects. Attempt to show multi purpose use for other than military!

g. Draw from 

h. Logical direction is to go for ‘spin in’ of commercial solutions and technologies.

i. Can be very effective ito cost effectiveness.

ii. Loss of IP. (Take a realistic position on IP) Need to accept that IP is not owned by the majority of countries. Big international conglomerations own IP. How do we manage this relationship? What role has CSIR/DST got to play here? How do we prevent loss of strategic niche areas?

iii. Potential adversaries can also access these technologies and we can lose our edge. (Take a position on strategic technology niche areas to be retained at all costs including the required security classification)
i. Is there a requirement for a so-called ‘concept development centre?’

j. Need to be able to support expeditionary operations with especially light mobile forces.

k. Accelerate the acquisition processes and find quicker ways of inserting new technologies in products.

l. Ensure that SA has a balanced portfolio of:

i. Short term (quick reaction, ops, acq and decision supt)

ii. Medium Term

iii. Long Term

m. Realise that most technologies which will determine ….

n. Increasingly lower costs and ease of availability of systems and components.
o. Integrate old and new equipment.

18.     DERI
a. Need to validate the requirement to implement the DERI.

b. We need to utilise the existing institutes to ensure that systems already on the SCAMP are analysed in detail and integrated ito integrated concepts and doctrine for the systems.

c. How do we insist that the institutes out there are staffed by younger and qualified people to ensure relevant inputs and participation in industry related debates?

d. Even though we need not do own development, we should have people monitoring the developments in order for us to become intelligent buyers when required. We need to determine which of these niche areas need to be monitored and researched.

e. What forum do we use to update the scientist with latest developments and requirements?

f. Quarterly interaction between mil strategists and defence science and technology professionals.

g. Can we better influence the DRDB allocation of R&D funds?

19.     Technology Development vs COTS/MOTS
a. What balance needs to be achieved between cost effective COTS and MOTS as opposed to the requirement for own industry sustainment as well as retaining certain niche areas.
b. Need technologies that can give us robust items ito qualities and capabilities and security.

c. When using COTS, how do we manage obsolescence management and upgrades when you do not control the equipment and the market?

20.     Importance of Doctrine and Concepts
a. Expand on importance of relevant doctrine and concepts.

b. How can we use existing platforms and add on state of the art systems with relevant doctrine and concepts. Added to this the ongoing real time update of the doctrine and concepts based upon a robust lessons learnt system.
c. ‘Light and mobile’ vs ‘Mobile and Full Protection.’

d. Be careful of accepting new terminology too quickly like EBO. Ensure we can still do what is required for a military and only train our planners to consider all relevant factors. Do not quote acronyms to be seen to be compliant without really understanding them.

21.     Intellectual Property Rights
a. Need to accept that IP is not owned by the majority of countries. Big international conglomerations own IP. How do we manage this relationship? What role has CSIR/DST got to play here? How do we prevent loss of strategic niche areas?

22.     Strategic Niche Areas. Determine where it is crucial for us to retain technologies (niche/secret) and where to go for outsourcing. How should it be adapted to ‘Africa?’

a. We need to place a higher priority on improving and expanding air supply capabilities. (Need not be locally developed but definitely expanded)
b. How do we retain the secrecy of certain niche/strategic areas? It is said that once a technology goes into the development stage, it is extremely difficult to maintain secrecy.

c. Even though the manufacturing of certain small arms ammo is not very high tech, the ability to guarantee the availability of this ammo can become of strategic importance and will also assist in job creation.

d. Cryptography.
e. See slide 31 – Andries show

f. See previous docs on Def Industry ie small arms ammo independence.
g. Strategic Systems we Need to Invest in that we Cannot Buy

i. Situational awareness.
ii. Artificial Intelligence.

iii. Systems Technologies.

h. Sensors.

i. Command and Control.

j. Force protection and mobility Andre slide 10

k. Interoperability.

l. IFF and distinguish between belligerents and civilians.

m. Appropriate levels of precision strike.

23.     New Relevant Technologies to Consider
a. Small Technologies

i. Nanotechnology.
ii. Biotechnology.

iii. Semi conducting technologies.

iv. Exponentially increasing computing power and implementation of powerful algorithms.

v. Miniaturisation.

b. Larger Technologies

i. Sensor systems.

ii. Satellite and inertial positioning and inertial systems.

iii. Data mining and human interfaces.

iv. Unmanned air, ground and sea platforms systems.
v. Precision munitions and development of new technologies.

vi. Mil Sec technologies to safeguard data and equipment.

vii. Night Vision eqpt.

viii. Telemedicine.

ix. Non-lethal weapons to include tazer guns for PSOs.
x. Electric Drive and suspension systems. These technologies are now becoming commercially viable and we do not need to spend money on development. We need to however retain the expertise to integrate the various systems. Improved suspension systems can allow one to develop a vehicle that allows you to add on protection should it be required.
xi. Energetic materials – firepower.

xii. Gels and glues.

xiii. Thermobaric warheads.

xiv. Fund unique demonstrators to maintain technical expertise.

xv. Protection technologies.

xvi. Electric armour as future technology in the protection environment.

xvii. Precision air drop technologies.

24.     Urgent Innovation Requirements
a. Base protection – maybe use of mongoose and giraffe radar.
b. UAVs.

c. Body Armour.

d. Good logistics and asset tracking.

e. User friendly/ergonomically friendly technologies.

f. How can we extend life cycle of existing PME/Vehs?
g. Specialised type ammunition required to fight in shanty towns to prevent collateral damage eg short stop ammunition.
h. Signature management – against different types of observation.
i. Explosives (Daisy Cutters) to allow us to quickly open up an area in the jungle in order to est a base or extricate people to allow for choppers to land. Maybe with a configuration to act as a bunker bomb.

j. Electro magnetic pulse bombs to destroy micro chips in vehicles and get them to come to a stand still.

k. Mine Field clearance.

l. Alternative technologies to address inability to use anti-personnel mines.

m. Shouldn’t we teach our soldiers the internationally known universal computer ‘language’ (words, acronyms and pictures) used in gaming to assist in interoperability. So-called symbology.
n. How do we counter Petrol bombs and RPGs.

o. Standardise on Mongoose system and soft kill smoke and MSM for all our platforms incl naval and helis?

p. Multi-purpose use eg using Giraffe radar to also detect incoming mortar and arty fire. Write into doctrine.

q. IFF.

25.     Potential COTS ‘Spin ins’
a. Slide 26/27 Andries
b. Discuss slide 28 of Andries

c. Language software translations.

d. Phraselator instruments to assist with language issues in various theatres.

e. Urban environment equipment.

f. IFF.

g. Computer Games.

26.     The Human ‘within’ the Technology
a. It still remains paramount to develop our human potential that can especially among the leader element be empowered to adapt to rapidly changing environments in an era characterised by its complexity. There are no ‘war winning technologies.’ We need to be able to adapt our technology strategy that can ‘enable’ the soldier or military organisation to effectively cope in the environment.

b. Be aware of data overload and potential ‘cognitive meltdown.’
c. How should we ensure that we have the correct ‘young’ enough soldiers participating in the project environment.

d. Cultural and religious training/tolerance.
e. Importance of simulated contingencies bmo simulation, computer games, etc. Do not underestimate the importance and relevance of computer games and cell phone games. Include this in the R&D required to train and prepare for operations. Nintendo and X-box. Talk to children during project process. Is there a cognitive psychologist on your future Weapon System IPT?
f. Should we not consider ‘gaming centres’ in certain units and on formal courses?

g. Approach to technology – high military value and at the same time low cost.
h. Make use of ‘Computer Game’ programmers to write our user friendly and interoperable programs.

27.     General
a. How do we go about taking the results of this work session to SANDF HQ and DOD HQ in order to obtain buy in from the top level?

b. Plan to use existing orgs like Telcom to deploy high masts that we can utilise to place radars etc on. Decide on SLAs with organisations.

c. Increasingly lower costs and ease of availability of systems and components.
d. How do we ensure mil sec in this future environment?

e. How do we market our equipment effectively with our soldiers so morale is improved?

f. Be careful of becoming too high tech and by this preventing ourselves from effectively living off the land and possibly working against interoperability. 

g. How do we get SA Air Force to adequately support UAV concepts and not fight it?

RESTRICTED

PAGE  
RESTRICTED


